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July 5, 2022 

Prof. Meric Gertler, President of the University of Toronto 
Prof. Peter Loewen, Director of the Munk School of Global Affairs & Public Policy 
Prof. Lorraine E. Ferris, Associate Vice President, Research Oversight and Compliance 
University of Toronto 
27 King's College Cir,  
Toronto, ON M5S 1A1, 
Canada 
 

Dear Prof. Gertler, Prof. Loewen, and Prof. Ferris, (and colleagues from the University of 
Toronto),  

Re: Independent investigation request on Citizen Lab’s report “CatalanGate: Extensive 
Mercenary Spyware Operation against Catalans Using Pegasus and Candiru” 

 

We hope this letter finds you well. We are grateful for the timely and considered responses 
that both Prof. Deibert and Prof. Ferris have produced to the communications sent to you by 
individual members of our academic associations. Equally, we also take note of your replies 
to Renew Europe Members of the European Parliament regarding the so-called “CatalanGate” 
report produced by your institution’s Citizen Lab unit.  

However, the signatories of this letter remain dissatisfied, and deeply concerned, by your 
decision not to allow an independent investigation of the practices highlighted in the reports 
available on our website: https://paginadelforodeprofesores.wordpress.com/carta-a-
citizenlab-sobre-catalangate/  . 

These include: 

• A variety of apparent conflicts of interests (political and economic), involving the authors 
of the report and the individuals collaborating with its fieldwork, which remain undisclosed. 

• According to key participants, Citizen Lab’s investigation in Spain sought evidence to feed 
court cases against NSO by WhatsApp, Apple and Catalan secessionist politicians. 
Apple’s announcement of a $10 million contribution to researchers for their support 
gathering evidence against NSO (that mentioned explicitly Citizen Lab) seems to confirm 
this. 

• Findings reported in this non-peer reviewed study are not replicable and the authors 
refuse to provide samples that would allow any serious independent validation. 

• Contrary to what the literature on forensic analysis (and usual scientific procedures) 
suggests, Prof. Deibert claims 100% reliability of their analytical processes and refuses 
to consider the possibility of false positives or other errors. However, several sources 
explain how to manufacture false positives. 

• There is a very unusual lack of transparency concerning methodology. The authors refuse 
to report when, where and by whom the digital forensic analyses were conducted. It 
seems that no non-digital or non-remote analysis was conducted to verify infections. 

• The authors refuse to report the number of devices investigated or the ratio of positives. 

• There were no control groups.  

https://paginadelforodeprofesores.wordpress.com/carta-a-citizenlab-sobre-catalangate/
https://paginadelforodeprofesores.wordpress.com/carta-a-citizenlab-sobre-catalangate/
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• Citizen Lab’s authors express very serious accusations against the Spanish government 
for “illegal espionage” based on what the report claims to be “circumstantial evidence” 
(much of it from media interviews and social media). Most of the evidence pointing at 
Spanish authorship of illegal espionage is weak at best.  

• The report does not consider any of the other plausible alternative hypotheses. It is 
surprising how the possibility of legally sanctioned surveillance, false positives, or 
espionage by the secret services of Russia, Morocco or Western countries is not even 
mentioned. 

• Participants and some authors were evidently trying to maximise the number of positives. 
The reluctance to submit samples for external validation seems to confirm this. No conflict 
of interest or issues concerning the obvious lack of neutrality were acknowledged. 

• Fieldwork was coordinated by a pro-independence activist, Mr. Elies Campo, and a 
presumed victim of espionage, without any prior research experience or completed higher 
education degree. This author also made false claims about his employment status and 
was not affiliated to Citizen Lab for most of the investigation period. 

• No explanation has been given on why he was tasked with highly sensitive fieldwork or 
whether he was respectful of basic research ethics protocols. 

• Only the devices of pro-independence politicians and activists were analysed. The 
authors do not explain the criteria used in the snowball sampling. There is very strong 
evidence suggesting that the cases submitted to analysis were filtered by two political 
parties. 

• There are many contradictions and ethical concerns on how the fieldwork investigation in 
Spain started in July 2020. Then an unusually strong communication campaign 
coordinated by Catalan secessionist political parties and a lawsuit were launched within 
a week of the first analysis and before confirmation of any infection. 

• Participants were alerted that they were likely being spied without consideration that this 
warning could mean interference with Spanish court sanctioned investigations. Many 
participants were legally monitored by Spanish security services when contacted and 
explained how to avoid surveillance. Others were awaiting trial, and some were even in 
prison. 

• There are serious doubts concerning the relationship between Citizen Lab and Amnesty 
Tech. They claim to work independently and theoretically “peer-review” each other’s 
methods and provide “external validation”. However, both organisations work together 
most of the time. Prof. Deibert acts as advisor for Amnesty Tech, and for several years 
(including part of this investigation) two of the Amnesty IT experts worked for Citizen Lab. 

• The name “CatalanGate” for the report (published on 18 April 2022) was chosen to match 
the slogan of the propaganda campaign that Catalan secessionist parties and 
organisations were preparing months before the publication of the report. The largest 
secessionist organisation registered the domain “CatalanGate.cat” in January 2022. 
Moreover, a Twitter account (182.6K-follower) currently named “@catalangate” has been 
used for years to promote secessionist communication campaigns. 

• The report has been amended on Citizen Lab’s website after publication without any 
acknowledgement or explanation. 
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• Several of the participants in the investigation were investigated by their known ties with 
Russian intelligence services. Six of the participants, including the coordinator of fieldwork 
are suspected of collaborating with Russian secret services to create in 2019 the Tsunami 
Democratic blockchain-based platform to dodge Spanish security forces (it served to 
coordinate violent riots and blockades of roads, train stations and airports). Surprisingly, 
these well documented ties with Russia and Russian attempts to destabilise Spain and 
the EU by supporting Catalan secessionists are completely omitted from the report.  

• The responses by Prof. Deibert regarding fieldwork investigation are contradicted by 
many of the spoken and written statements of several participants in the investigation. 

• The authors have been called to provide expert testimony in parliamentary commissions 
and court cases launched by secessionist politicians (involved in this investigation). 

 

We believe that the above overwhelmingly calls for an independent investigation, in order not 
to compromise the reputation of your institution. 

 

King Regards, 

 

 

Corresponding author:  
Carlos Conde Solares, Chair of Foro de Profesores, Senior Lecturer in Spanish History, 
University of Northumbria; International Fellow CAS Sofia (Bulgaria) 

Email: carlos.solares@northumbria.ac.uk / contactoforodeprofesores@gmail.com 

Tel: +44(0)7948510820 

 

Signatories in alphabetical order: 
Álvarez García, Santiago. Profesor de Filosofía Universidad de Sevilla    

Amat. Nuria. Escritora 

Arenas García, Rafael. Professor of Private International Law. Universitat Autònoma de 
Barcelona      

Azcona Pastor, José Manuel. Catedrático de Historia, Universidad Rey Juan Carlos  

Aznar, Mariano J. Professor of Public International Law, Universitat Jaume I   

Bermúdez, Manuel. Profesor titular Universidad de Córdoba      

Bueno-Armijo, Antonio. Associate Professor in Administrative Law. Universidad de Córdoba 

Caínzos, Miguel. Profesor de Sociología, Universidad de Santiago de Compostela 

Calzada González, Aránzazu Mª. Catedrática de la Universidad de Alicante   

Cansino, José Manuel. Catedrático de Economía Aplicada. Universidad de Sevilla y 
Universidad Autónoma de Chile 

Castells, Mariana. Professor, Harvard Medical School 

mailto:carlos.solares@northumbria.ac.uk
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Cela Conde, Camilo José. Profesor emérito, Universidad de las Islas Baleares 

Cibrián Uzal, Ramiro. Former Lecturer, Yale University      

Colom, Roberto. Catedrático de Psicología en la Universidad Autónoma de Madrid  

Conde Solares, Carlos. Senior Lecturer in Spanish History, University of Northumbria; 
International Fellow CAS Sofia (Bulgaria); Chair of Foro de Profesores 

de Artacho y Pérez-Blázquez, Fernando. Doctor en Historia, abogado y académico   

de Pedro, Nicolás. Investigador CSI, Universidad Francisco de Vitoria     

de Ramón Jacob-Ernst, Juan Claudio. Escritor y diplomático      

del Río Sánchez, Francisco. Profesor titular, Universidad de Barcelona 

Diaz Almela, Elena. Marine Biologist      

Díez Ripollés, José Luis. Professor of Criminal Law. University of Málaga    

Domingo Martínez, Jaime Javier. Profesor Asociado de economía aplicada, Universidad de 
Sevilla y CEU Cardenal Spínola 

Dugo Domínguez, Víctor. Profesor, Universidad de Sevilla    

Esparcia Frías, Juan Carlos. Funcionario     

Fernández Alonso, Isabel. Profesora Titular de Políticas de Comunicación, Universidad 
Autónoma de Barcelona 

Fernández Antuña, Julio. Universidad de Oviedo      

Fernández Liesa, Carlos Ramón. Catedrático de Derecho Internacional de la Universidad 
Carlos lll de Madrid       

Fernández Sarasola, Ignacio. Profesor titular de Derecho Constitucional, Universidad de 
Oviedo 

Fernández Savater, Fernando. Catedrático de Universidad (jubilado)    

Fernández Sebastián, Javier. Facultad de Ciencias Sociales, Universidad del País Vasco 

Fernández, Natividad. Professor international law      

Fidalgo, María. Doctora en Historia y Académica       

Gálvez Ortiz, Rosario. Profesora jubilada      

García Amado, Juan Antonio. Catedrático de Universidad, Universidad de León 

García Fernández, Ramón. Funcionario jubilado del Parlamento Europeo    

García Figueroa, Alfonso. Catedrático de Filosofía del Derecho. Universidad de Castilla-La 
Mancha 

García-Romanillos V., Fernando. Periodista y profesor (jubilado)     

Garzón González, Paz. Labour and Social Security Inspector, Associate Professor UPF  

Gascón, Daniel. Editor de Letras Libres en España      

Gil Ibáñez, Alberto. Escritor y ensayista 

González Troyano, Alberto. Profesor jubilado Universidad de Sevilla   
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Guillamon, Antonio. Professor Emeritus, UNED, Madrid      

Guillem-Tatay, David. Profesor de Moral Social y Deontología, Bioderecho y Responsabilidad 
Civil Sanitaria de la Universidad Católica de Valencia   

Hermosa Andújar, Antonio. Catedrático de Historia de la Filosofía Antigua, Universidad de 
Sevilla 

Hombrado, Angustias. Profesora, UNED, Madrid      

Ibarra Sánchez, Juan Luís. Abogado      

Jiménez Sánchez, Fernando. Catedrático de ciencia política y de la administración de la 
Universidad de Murcia      

Jorge-Botana, Guillermo. Universidad Complutense de Madrid     

José Luis Orella Martínez, profesor titular (acreditado ANECA) de Hª Contemporánea en la 
Universidad CEU San Pablo 

Lago Cuadrado, M. Gloria. Presidenta Asociación Hablamos Español     

Lara de Vicente, Fernando. Profesor de Economía Aplicada de la Universidad de Córdoba 

Lareo Fernández, Eva. Profesora interina Universidad de Vigo     

Macsotay, Tomas. Senior Lecturer, Humanities Department, Universitat Pompeu Fabra  

Magaldi, Nuria. Associate Professor of Administrative Law and European Union Law, 
University of Córdoba     

Marco, José María. Escritor, Profesor de RR.II., Universidad Pontificia Comillas de Madrid 
(UPCO / ICADE)  

Martínez Escribano, José Angel. Chief Scientific Officer at Algenex. Research Professor CSIC 

Martínez Salamero, Luis. Catedrático de Universidad – Universitat Rovira i Virgili   

Martins de Lima Ferreira, Rafael. Professor of Finance, IE Business School 

Melchor Gil, Enrique. Catedrático de Historia Antigua de la Universidad de Córdoba  

Melero, Mariano. Profesor Filosofía del Derecho 

Méndiz, Luis. Sociologist and educator, member of European Movement UK 

Míguez Macho, Luis. Catedrático de Derecho Administrativo, Universidad de Santiago de 
Compostela  

Montserrat Baras. Profesora titular de ciencia política Universitat Autònoma de Barcelona, 
jubilada  

Montserrat Gines Gibert, Associate Professor of Technology and Culture, Polytechnic 
University of Catalonia (currently retired)      

Morgado Bernal, Ignacio. Catedrático emérito Universitat Autònoma de Barcelona  

Moyano, Manuel. Profesor Universidad de Córdoba     

Muñoz Bolaños, Roberto. Profesor, Universidad Francisco de Vitoria 

Murcia, Inmaculada. Profesora titular Universidad de Sevilla     
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Nombela, César, President of the Spanish Council for Scientific Research (1996-2000); 
Rector of Menéndez Pelayo International University (2012-2017)    

Obarrio Moreno, Juan Alfredo. Catedrático de universidad. Universidad de Valencia  

Olmeda Gómez, José Antonio. Catedrático de Ciencia Política, UNED, Madrid 

Ovejero, Félix. Profesor de Universidad de Barcelona      

Oya, Francisco. Profesor de Historia 

Palma Arrabal, Carlos. Vicepresidente Real Hermandad Veteranos de Málaga   

Parra Celaya, Manuel. Profesor de Secundaria en Literatura y lengua española (en situación 
de jubilación)      

Pastor Pérez, José T. Head of Science and Technology Department of the CFPA Mercè 
Rodoreda  

Peláez, Lola. Professor, Simmons University. 

Peña Freire, Antonio Manuel. Profesor Titular de Filosofía del Derecho de la Universidad de 
Granada 

Perdices de Blas, Luis. Catedrático de la Universidad Complutense de Madrid    

Pérez Jara, Javier. Assistant Professor, Beijing Foreign Studies University   

Pérez Vejo, Tomás. Profesor-investigador Instituto Nacional de Antropología e Historia de 
México  

Petit Lavall. María Victoria. Catedrática de Derecho mercantil, Universidad Jaume I de 
Castellón 

Pita, Carmen, Profesora      

Polo Andrés, José Clemente. Full Professor of Economics (1992-2020) Autonomous 
University of Barcelona      

Ponce de León Iglesias, Moisés. Geólogo, profesor titular jubilado, 'Université Rennes2, 
Francia 

Postigo Asenjo, Marta. Profesora Titular de Filosofía Moral y Política, Universidad de Málaga 

Poyato Galán, Juan Manuel. Doctor en Medicina y Cirugía. Profesor Externo del 
Departamento de Fisiología Médica y Biofísica de la Universidad de Sevilla   

Quintana Paz, Miguel Ángel. Profesor de Ética y Filosofía, Universidad Europea Miguel de 
Cervantes 

Recalde Castells, Andrés. Professor of Business Law Universidad Autónoma de Madrid  

Rodríguez Gómez, Alejandro. Profesor Titular Universidad Politécnica de Cataluña 

Roldán Barbero, Horacio. Profesor Titular de Derecho penal de la Universidad de Córdoba 

Rollnert Liern, Göran. Profesor Titular de Derecho Constitucional, Universidad de Valencia 

Rosales, José María. Catedrático de Filosofía Moral y Política, Universidad de Málaga 

Ruiz Miguel, Alfonso. Catedrático de Filosofía del Derecho, Universidad Autónoma de Madrid 

Ruiz Miguel, Carlos. Catedrático de Derecho Constitucional - Universidad de Santiago de 
Compostela 
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Rul Gargallo, Jesús. Inspector Educación       

Sánchez Sánchez, Víctor M. Profesor de Derecho, UNIR; CEO Huygens Editorial   

Sánchez-Moreno Ellart, Carlos. Profesor Titular de la Universidad de Valencia   

Santos Rovira, José María, Universidad de Lisboa      

Sanz Díaz, María Teresa. Profesora Titular- Universidad de Sevilla    

Soto Carmona, Álvaro. Catedrático de la Universidad Autónoma de Madrid   

Stegemann, Luke. Cultural historian, Australia       

Tajadura Tejada, Javier. Catedrático de Derecho Constitucional, Universidad del País Vasco 

Teruel Lozano, Germán M. Profesor contratado doctor en Derecho constitucional, Universidad 
de Murcia 

Tey, Miriam. Vicepresidenta Citizens Pro Europe       

Torné-Dombidau y Jiménez, José. Profesor Titular de Derecho Administrativo UGR y 
Presidente del Foro para la Concordia Civil 

Tortella Casares, Gabriel. Catedrático de Historia Económica, Univ. de Alcalá, Emérito  

Trepier, Cyril. Investigador, Institut Français de Géopolitique, Université Paris 8-Saint Dennis 

Valdeón, Julio. Escritor y periodista 

Valentín-Gamazo Gómez-Alonso, Santiago. Abogado 

Valero Aguado, Alfonso. Ex-profesor de Derecho (Nottingham Trent University), Fundador del 
Foro de Profesores, Abogado  

Valmaña Ochaita, Sílvia. Profesora Titular de Derecho Penal. UCLM    

Vázquez de Prada y Grande, Rodrigo. Periodista      

Vieira Jiménez-Ontiveros, Emilio. Abogado. Profesor de Derecho Civil de la Universidad 
Loyola Andalucía      

Villaverde Rico, María José. Catedrática de la Universidad Complutense de Madrid 

Vírgala Foruria, Eduardo. Catedrático jubilado de Derecho Constitucional Universidad del 
País Vasco 

Yturriaga Barberán, José Antonio. Profesor de Derecho Diplomático en la UCM   

Zambelli, Sebastián. Politólogo 

Zorrilla, José Antonio. Embajador (retirado) 

Zozaya, María. Investigadora del CIDEHUS, Universidad de Évora (FCT) 

Zozaya-Montes, Leonor. Assistant Professor, University of Las Palmas de Gran Canaria. 


